
Man vs Machine
Manual and automated security testing



About
■ Security of web applications
■ Assurance part of SDLC only
■ Compare strengths and weaknesses of manual vs automated test
■ Based on personal experiences mainly
■ Manual tester (might be biased)



Two kingdoms of automation

SAST

Static Application Security Testing

DAST

Dynamic Application Security Testing



From on-premise to SaaS

Transition of responsibility for security

Insane speed of release cycle

Security challenges shift to the application level



Scope coverage
Humans:

■ Unreliable (!?)
■ Scope creep
■ Traverse through integrations
■ A lot depends on the individualities

Machines:

■ Narrow
■ Reliable
■ Difficulties with testing integrations
■ Limited support of technologies



Speed
Humans:

■ Slow test process
■ Can start with new app immediately

Machines:

■ Fast test process
■ Time to onboard (days with SAST)



Reporting
Humans:

■ No false positives
■ Tend to group systemic findings
■ Linked to app logic
■ Insights about business impact

Machines:

■ False positives
■ Each vector as a separate finding
■ Challenges @correlation/deduplication 



Land lost to machines

Enumerate known badness:

✓ Missing infrastructure patches
✓ Outdated dependencies
✓ Known configuration issues

Garry Kasparov vs Deep Blue, 1997



In the application layer

0-day every day!

Because 

■ Application bugs are custom
■ Unexplored by researchers
■ Apps are buggy!

■ ~40 XSS/app in average



Apples and oranges

Companies classify 
vulnerabilities as 
non-functional, while 
hackers see them as 
features that can be 
utilised in an attack.





Analysis of OWASP Top 10 data sets
24 different contributors

SAST, DAST and manual testing

2.3 million vulnerabilities

55 034 applications

~42 vulnerabilities / application

Human-Augmented Tools (HAT) vs. Tool-Augmented Humans (TAH)

91% of applications tested by HAT

Complete analysis: https://nvisium.com/blog/2017/04/18/musings-on-the-owasp-top-10-2017-rc1/ 

https://nvisium.com/blog/2017/04/18/musings-on-the-owasp-top-10-2017-rc1/




Pdf reports do not work



Sad but obvious: humans don’t scale
Humans don’t scale



Defender’s dilemma
An attacker only needs 
to find one weakness 
while the defender 
needs to find every one.



Nakatomi space

https://docs.google.com/file/d/1flD3qjTbZRCbxCEWIxK0pgR95MM82Kuk/preview


Nakatomi space



Overlap expected



XSS in AppX (1): Manual test





XSS in AppX (2): Manual test



XSS in AppX (x2): SAST



2 != 2



Overlap: Expected vs Actual
Reality:Expected:



Given enough eyeballs..



Bugbounty

Platform providers: ...

Testers: Anyone!

Rewards:  50 $ .. >5 000 $ (current max @h1 is 30 000 $)



Black market of web bugs
Actor Profile: Yummba 
“Yummba” is a highly proficient, 
Russian-speaking hacker and author of the 
infamous ATS web injects, which targeted 
multiple financial organization all over the world 
and caused damage estimated at tens of 
millions of dollars.
 

Yummba develops highly customized tools, 
tailored specifically for each customer. (...) 
significantly more expensive than tools created by 
other developers, and command prices upwards 
of $1,000. Typically Yummba’s web-injects 
include full source code, and buyers are allowed 
to resell it at any time.

Yummba’s software is more powerful than its 
analogs because of their ATS Engine web injects, 
which not only compromise a client device or 
network, but portions of these attacks might also 
be used in cross-site scripting, phishing, and 
drive-by download attacks.

https://app.recordedfuture.com/live/app/analyze/sc/iVU0MHKEgQj5


Buy your bugs back! 

… before criminals will do



Unique strengths of humans & machines

 No False positives

Context aware

 Nakatomi space

 Fast

 Scalable

 Repetitive tasks



The complete picture

Training
&
Awareness

Code reviewsSecurity requirements
Coding 
conventions

SAST DAST
Manual 
testing

BugbountyLessons learned



Q&A



aurelijus.stanislovaitis@visma.com

Thank You!


